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DISCLAIMER 

©Copyright 2022 Utthunga Technologies Pvt Ltd. All rights reserved. No part of this document may be 

reproduced, stored in a retrieval system, translated, or transmitted in any form or by any means, 

electronic, mechanical, photocopying, recording, or otherwise, without prior written permission of 

Utthunga Technologies Pvt Ltd. The information contained herein is confidential and proprietary to 

Utthunga Technologies Pvt. Ltd. It may not be disclosed or transferred, directly or indirectly, to any third 

party without the explicit written permission of Utthunga Technologies Pvt. Ltd. 

Although every endeavor has been made to ensure that the information contained within this document 

is up to date and accurate, Utthunga cannot be held responsible for any inaccuracy or error in the 

information contained within this document. Utthunga makes no warranty of any kind with regard to the 

information contained within this document and Utthunga shall not be liable for any direct, indirect, 

incidental or consequential damages which may arise in connection with the furnishing, reliance, or use 

of the information contained within this document. 
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Who Should Use this Document 

This manual is intended for use by all users of Utthunga’s uOPC Redundancy Server. This manual 

explains how to install and configure the software, and how to perform common tasks. In 

addition, technical information about OPC data items is included, along with sections on 

diagnostics and troubleshooting. 
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1. uOPC REDUNDANCY SERVER 

 

1.1  Introduction 
 

Utthunga’s OPC redundancy broker makes the best use of OPC and redundant servers for 

efficient and un-disturbed transfer of data. It ensures the highest degree of reliability in terms of 

communication between OPC servers and the clients. It acts like a silent failover OPC Server 

protector that covers for failed OPC or even non-responsive OPC servers and eliminates data loss. 

The uOPC Redundant Server supports OPC UA V1.0 and supports redundancy for OPC UA 
Server(s) with DA, A&E, and HDA profiles. Other features include: 

• Provides support for multiple OPC UA Server redundant pairs. 

• Supports diagnostics status of each redundant pair of OPC UA Server connections. 

• Supports Hot, Warm, and Cold levels of redundancy. 

• Automatic switch from primary to standby servers or vice versa when failover criterion is 

detected. 

1.2 Overview 

 
Fig.1. High-level representation of uOPC Redundancy Server 
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2. GETTING STARTED 
 

2.1  Introduction 
 
The purpose of uOPC Redundancy Server is to provide redundancy in an efficient and un-
disturbed transfer of data to an existing OPC installation. This product achieves this by acting as 
a pass-through OPC server between the client and the primary and standby servers.  
 
To achieve this, suitable configuration is required using the uOPC UA Redundancy Server 
Configuration Tool. This tool can be used for the following functions, 
 

• Configuring Primary and Secondary Server. 

• Monitoring the service status of uOPC Redundancy Server. 

• Facilitating clients with multiple sources to obtain the same data. 

 

 

2.2  Failover Modes 
 
The uOPC Redundancy Server improves the overall reliability of the system by allowing the user 
to specify a standby OPC Server which takes over when the primary server fails. There are 
different types of Failover Modes and the ability to define a suitable Failover mechanism is up to 
the user and application of use. 
 
Below are the three Failover modes available for configuration in the Configuration Tool, 
 

Hot Failover  

- This mode minimizes the data gap during failover at the expense of an increased load on 
the target system. It is suitable only if two OPC servers can read from the target system 
at the same time. 

- The uOPC Redundancy Server subscribes to and activates tags on both the primary and 
the standby servers. 

- In this mode, all Servers are powered-on, and are up and running. In scenarios where 
Servers acquire data from a downstream device, such as a PLC, then one or more Servers 
are actively connected to the downstream device(s) in parallel. These Servers have 
minimal knowledge of the other Servers in their group and are independently functioning. 
When a Server fails or encounters a serious problem, its Service Level drops. On recovery, 
the Server returns to the Redundant Server Set with an appropriate Service Level to 
indicate that it is available. 
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Warm Failover  

- This mode is used to enable redundancy by ensuring a reduced failover time with a 
moderate target system load.  

- The uOPC Redundancy Server subscribes to tags in both the primary and standby servers. 
Tags are activated only in the primary server. When a failover occurs, tags are activated 
in the standby server. 

- In this mode, the backup Server(s) can be active, but cannot connect to actual data points 
(typically, a system where the underlying devices are limited to a single connection). 
Underlying devices, such as PLCs, may have limited resources that permit a single Server 
connection. Therefore, only a single Server will be able to consume data. 

 

Cold Failover  

- This mode is used to enable redundancy but minimize the load on the target system at 
the expense of a longer data gap during failover.  

- The uOPC Redundancy Server subscribes to and activates the tags in the Primary Server 
only. When the Failover occurs, it subscribes to and activates the tags in the Standby 
Server. 

- In this mode, only one of the Servers are active while the other Servers are either not 
powered or application isn’t running.  
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2.3 User Interface 
 

The configuration of the uOPC Redundancy Server is done using the uOPC Configuration Tool. 
  
This Configuration Tool’s User Interface assists in easy configuration of Primary and Secondary 
Servers. The key elements of the Home Page display are shown in the below screenshot. 

 

 
  Fig.1. Configuration Tool home page showing the key sections for navigation 
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3. INSTALLATION 
 

3.1  Pre-Requisites 
  

The below prerequisites need to be installed in target machine before installing the uOPC 

Redundancy Server: 

 

• .Net Core Version 3.1 

• Microsoft .Net Framework Version 4.7.2 

 

3.2 Installation Procedure 
 

Please find below procedure to install uOPC product. 

 

 
       

• Right click on the install.ps1 and select ‘Run with Powershall’ option. 

• If Prerequisites are not available in the machine, click on “Yes” button to install the 

required prerequisites and continue the installation of uOPC product. 

• If Prerequisites are already installed in the machine, click on “No” button and continue 

the installation of uOPC product. 

• The License Agreement screen appears. 

• Read the License Agreement and click on “Next” to continue installation. 
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NOTE: 

From the License Agreement screen, you have the option of clicking on the Cancel button to 
close the wizard, or selecting the I do not accept the terms in the license agreement option.  
Selecting the I do not accept the terms in the license agreement option button disables the 
Next button, cancel the install by clicking on the Cancel button, or select the I accept the terms 
in the license agreement option button enabling you to proceed through the install. Use the 
Back button if you would like to return to the previous screen or screens. 
 

                     
 
• The setup shall ask for Select Destination Location to save the folder. Click on Next after 

selecting destination folder. 
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• The Select Additional Tasks window shall display. If you need to create a desktop shortcut 

click on check box otherwise uncheck the box and click on next. 

 

                      
 

• Upon clicking Next button, the Ready to Install screen shall display. 
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• Click on Install button. Installing uOPCRedundancyServer screen appears & begins. 

 

                      
 

• The setup will add a start menu entry and copy all required files. 

• When the installation has finished, uOPCRedundancyServer setup complete screen 

appears. 
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• Click on Finish button to exit the wizard.  

• The setup will create a desktop shortcut uOPC Redundancy Server Configuration Tool. 

• The uOPCRedundancyServer will be installed and registered as a service. 

• The default Port is 8100. 

 
NOTE 

After the installation has finished, there will be start menu entries for all applications and 

tools. You will find these in the folder Utthunga Technologies Pvt. Ltd. 

 

3.2 Upgradation Procedure 
 

If a previous version of uOPCRedundancyServer is detected during setup, the Setup program 
should upgrade it.  
  
The uOPCRedundancyServer is upgraded to the latest version when user click on Next button.  
 

• Run the higher version setup, uOPCRedundancyServer. 

• The Upgrade Confirmation pop up window is displayed with the message “This Setup will 

Perform an upgrade of ‘OPC RedundancyServer name” Do you want to Continue or not.  
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Click on “Yes” to upgrade the previously installed .dll files and to be registered files in the 
Windows registry.  
  

 
NOTE: 

Take a backup of old installer files before upgrading to the newer version of the application. This 

is to ensure you can revert to the previous version in case of an unsuccessful installation of newer 

version of the application. 

 

 

3.2 Uninstallation Procedure 
 

• Go to Control Panel\Programs\Programs and Features and select 

uOPCRedundancyServer Version 2.5.0.6 then click on Uninstall button.   

• User Account Control popup will be display for the conformation to run the Service. 

• Click on Yes button to uninstall the server. 

• It will give the message for the successful removal of the service. 

 

                       
 

• Click on OK to acknowledge and Close. 

4. CONFIGURING THE SERVERS 
 

4.1  Configuring the Primary & Secondary Servers 
 
The configuration of the Primary & Secondary Servers is done by following the below steps: 

1. Open the Home Page of the uOPC Configuration Tool and the below screen will show 

up. 
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2. Under the Configuration section in the left pane, Right-click of the uOPC Redundancy 

Server option to Add as shown below. 

 

 
 

 

 
3. Click on Add and a new window to add the Server Details and Modes come up as shown 

below. 
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4. To Add the Primary Server, enter the Primary Server URL in the field provided and click 

on Connect. 

 

 
 

 

 

 

 

 

 

 
5. The Server Configuration window pop-up with details on OPC-UA Server. Check the 

details and click on OK to add the OPC-UA Server as the Primary Server. 
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6. The Open-Session window with pop-up. Enter the Authentication Details and click on OK. 

 

 
 

7. Upon successful authentication, the Primary Server is Successfully Connected and an 

acknowledgment window with pop-up as shown below. 
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8. Repeat the same process to Add the Secondary Server details. 

 
9. Upon completion of Adding the Primary & Secondary Server details, click on SAVE to save 

specified configuration details. 

 

 
 

10. The name of the configured Servers will show up under uOPC Redundancy Server in the 

left pane. 
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4.2  Updating Server Details 
 

The following steps can be used to Edit or Update the details of the already configured Servers, 

1. In the Home Page left pane, right click on the Server Name that needs to be edited or 

updated. 

 

 
 

2. Click on Edit, and update the Name or other the Server details and then click on Update 

button. 
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4.3 Removing Server  
 

The following steps can be used to Remove the details of the already configured Servers, 

1. In the Home Page left pane, right click on the Server Name that needs to be Removed. 

 

 
 

2. Upon clicking on Remove, an acknowledgement window will pop-up to confirm if the 

selected Server needs to be removed. 
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4.4 Start, Stop or Restart the Redundancy Server  
 

The following steps can be used to Start, Stop or Restart the Redundancy Server, 

1. In the Home Page, go to Service Manager section.  

 

 
 

2. The Service Manager window will show Redundancy Service and the three options 

available on the right side namely Start, Stop & Restart. 
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4.5 Checking Data in OPC-UA Client 
 

In order to check the data in the UA Client,  

1. Open any OPC UA Client and Add the Redundancy Server by entering the URL and then 

click on Connect as shown below. 

 

 
 

2. Browse the Address Space on the left side and drag & drop the data tag in the 

subscription tag on the right side as shown below. This will show the status of the Server 

and the Server Data. 
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4.6 Checking Logs 
 

To find the Log files of the uOPC Redundancy Server, navigate to the below path. 

 
 

 

4.7 Checking Certificate Details 
 

To find the Certificates of the uOPC Redundancy Server, navigate to the below path. 

 

 

4.8 License Manager 
 

The uOPC Configuration Tool can be used to setup the License for the Redundancy Server. The 

license can be in the form of a demo or trial license or a term based license based on purchase. 

NOTE: No data will be lost in the event of license failure, only the ability to retrieve data will be 

affected. 

 

1. The License Manager can be accessed from the uOPC Configuration Tool as shown below. 
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2. A License window will pop-up as shown below. Click on Import to select the path of the 

License.lic file. 

 

 

 

3. Select the License.lic file from the suitable path and Click on Open. 

 
 

 

4. Upon selecting the right file, a confirmation message will pop-up as shown below, Click on 

OK. 
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5. TROUBLESHOOTING 
 
1. If the Server is not started, user should have configured the services settings for uOPC 

Redundancy Server. 

Problem:  When the service is not started 

Solution:  To configure how a service is started using the windows 

interface, 

• Click Start, click in the Start search box, type Services.msc, and 

then press Enter. 

• In the detail pan, right click on the uOPC Redundancy Services 

and then click Properties. 

• To specify the user account that the service can use to log on, 

click the Log On tab. 

• To specify the account, click This account and then specify the 

administrator account in the Select User dialog box. When you 

are finished, click OK. 

• Type the password for the administrator account in Password 

and in Confirm password, and then click OK. 

 

2. OPC client not responding when connected to Redundancy Server 

Problem:  Why is my OPC client not responding when I am connected to 
Redundancy Server?  

Solution:  Verify that you have a valid network connection.  
Verify that the timeouts are set to a length of time that will allow the 
longest expected communication to complete. Often this is not set 
high enough causing Redundancy Server to keep re-trying commands.  
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3. Unable to browse remote OPC Server message displayed 

Problem:  I see a message stating “Unable to browse remote OPC Server” when 
browsing.  

Solution:  This can be caused by:  

• A firewall is stopping network traffic.  

• There is a physical disconnection between the two computers 
on the network.  

• The computer on the remote side is not powered on.  

• The remote OPC server has returned a browse error.  

 
4. Browsing does not return anything 

Problem:  I get nothing returned when browsing.  

Solution:  This can be caused by:  

• There is nothing in the end OPC server to browse.  

• The end OPC server does not support browsing.  

• A firewall is stopping network traffic.  

• There is a physical disconnection between the two computers 
on the network.  

• The computer on the remote side is not powered on.  

• The remote OPC server has returned a browse error.   
 

 

 

 

 

 

 

 

 

 

 

 

 


